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Aims This study aimed to explore the effect of cyber security knowledge (proactive, reactive,
and active) on employees’ personal growth (growth mindset, metacognition, and self-
authorship) in private hospitals in Libya and Yemen.

Instrument & Methods The descriptive analytical approach was used to determine the
relationship between the independent CSK and dependent variable PG, the current study took
place in March 2021 and was applied to a stratified random sample of 164 managers from the
middle and lower management.

Findings The stability values of the main variables indicated that in general, the study
instrument has a high stability coefficient and its ability to achieve the study objectives is
high. There was a low dispersion in the responses about proactive, reactive, development of
talents, growth mindset, metacognition, and self-authorship in private hospitals in Libya and
Yemen. Generally, it turns out that the reality of the study sample’s point of view was low. The
coefficient of determination R2 showed its value of changes in a growth mindset in private
hospitals in Libya & Yemen is due to the change in CSK.

Conclusion Results indicated a lack of understanding of cyber threats and recommended
mitigations and uncertainty regarding applicable legislation governing electronic patient
information; also, the level of CSK & PG in the studied hospitals was low. The findings also show
that CSK positively affects employees’ PG beyond the demographic differences in respondents.
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Introduction

Personal growth is seen as a change within an
individual that is affective, cognitive, or behavioral,
and is typically, believed of as positive, making the
employee even complete and truly functional [l
Personal growth tends to be identified as the life-
long cycle of enhancing individual's identity and self-
awareness, learning skills, and creating human
resources to eventually improve individual's success
at work and quality of life [2 3], indicates to the
approaches and strategies that promote human
growth at the personal level. Maslow’s theory
highlighted that an individual has five fundamentals
needs, which are Physiological, Security needs,
Affiliation needs, Esteem needs and on the top Self-
actualization needs which involve recognizing ones’
full potential or self-development and personal
growth Bl

Personal growth has been mentioned in the six
variables of psychological well-being defined by the
proposed model of Carol Ryff, besides autonomy,
environmental mastery, supportive relationships
with colleagues, meaning in life, and self-acceptance.
She established three major axes of personal
growth: power, awareness, and self-development [41.
Nowadays, personal growth has been achieved
widely through workshops, social interactions, work
coaching, learning programmes, and techniques for
time-management 5 6. According to the World
Health Organization's (WHO) technical series on
primary health care, information, and
communication technology (ICT) is becoming more
prevalent in the healthcare industry. With the
introduction of smartphones, tablets, and laptop
computers, digital technologies for health have
impacted how health services are delivered and
operated [7l. Furthermore, with the ongoing COVID-
19 pandemic, the adoption rate of such technologies
has been expedited. Therefore, cybersecurity is
increasingly becoming a prominent concern among
healthcare providers adopting digital technologies
to improve patient quality of care.

The recent reports on cyberattacks, such as
ransomware, and WannaCry, have brought to life the
destructive nature of such attacks upon healthcare.
In addition to cyberattacks, which have been
targeted against the vulnerabilities of information
technology infrastructures, a new form of
cyberattack aims to exploit human vulnerabilities;
such attacks are categorized as "social engineering
attacks." Healthcare is particularly attractive to
cybercriminals because of its data-rich nature,
critical use-cases, and multiple access points [l
Additionally, healthcare data is more valuable on the
dark web 9. The sector is believed to have the
financial muscle to pay for cyber criminals' attacks
such as ransomware. Notable cases include the
German hospital hacks [19, which resulted in a
patient's death, and the unauthorized access to some
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medical records in Finland (11, in which the hackers’
demanded ransoms from each of the patients
involved. While the mode of entry was not specified
in these incidents, most of these attacks resulted
from human elements. To this end, strengthening
the healthcare workforce, colloquially referred to as
the human firewall, is necessary to complement
technical information security solutions. As a result,
numerous comprehensive studies have been
conducted to recognize the critical role of human
factors in cyber security incidents [12-14],

The main objective of this empirical paper was to
outline the positive effect of cyber security
knowledge (CSK) on employees' personal growth in
private hospitals in Libya and Yemen, highlighting
the disparity between current healthcare security
practices and the required security practices
specified in the information security policy. In
addition, the healthcare sector's security gaps and
risky practices were examined. In order to improve
employees’ personal growth, develop them in a
scientific and thoughtful manner, and prevent
competitors from obtaining their expertise and
knowledge, the organization is required to pay
attention to the CSK which considered to be one of
the riskiest threats in today’s business world [151.
Therefore, this study aimed to explore if there is an
effect of CSK (proactive, reactive, and active) on
employees’ personal growth (growth mindset,
metacognition, and self-authorship) in private
hospitals in Libya and Yemen.

Although the education field is mainly concentrated
on planning for individual's career as a guide for
personal growth (PG), scholars find out PG within
workplace is rather a term of workers’ capacity and
agency to deal with, shape and appropriate their
situation. This is why the structure of strengths
intervention has recently been investigated as a
means to improve feelings of skill, productivity and
superiority in workers to encourage PG [16], with an
immediate influence on general self-effectiveness
and an indirect impact on PG.

Le Cunff [, indicated that Personal growth is
consists of three basic constructs which are: Growth
mindset, Metacognition, and Self-Authorship.
Growth mindset which can be identified as the belief
that basic abilities mostly can be gained through
devotion and hardworking, talent and brain are just
the starting point. The theory of growth mindset is
supported by cognition research that shows that
everybody has the capacity to improve their intellect
(171, Metacognition, usually defined as “knowing
about knowing” or “thinking about thinking” which
means the capacity to recognize and control
individual’s cognitive process and gain information
about how and when to use relevant techniques for
problem-solving [81. Self-authorship refers to the
internal coordination and generation of individual's
values, internal loyalties, and the self-belief in
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individual's abilities to rely on internal values in
case to make choices [181.

PG Constructs consist particularly of three stages, a
growth mindset considered crucial to the first two
stages of PG, Pact and Act. While metacognition
mostly useful for the next stages Act and React.
Finally, self-authorship though to be very essential
for the stages, React and Impact. Figure 1 shows
personal growth constructs and stages.

Growth mindset Metacognition Self-Authorship

Pact Act React Impact

Figure 1) Personal growth constructs and stages [1]

To conclude, PG featured distinguishably in the
need’s literature since the 40s and 50s of the last
century, for example, Maslow’s theory hierarchy of
needs, Alderfer’s theory of existence, relatedness
and growth, this stresses that personal growth
opportunities are particularly valuable to
employers. As a human being, an individual feels a
great sense of fullness and wholeness by fulfilling
growing needs. The company is expected to take
responsibility, provide growth opportunities for
employees, and make personal growth a crucial
construct to be investigated. The current research
enhances that CSK can help the organization to
achieve that.

The paradigm shift toward digitalized healthcare
necessitates the storage of massive amounts of
electronic patient data across multiple operating [19].
Integrating new technologies with out-of-date,

legacy, or unsupported operating systems
compromises  interoperability = and  exposes
organizations to increased cybersecurity risk.
Historically,  healthcare  organizations  have

prioritized patient care over cybersecurity and have
viewed the electronic health record as the holy grail
of optimal patient care. Healthcare, however, lags
other industries regarding data security and the
development of comprehensive cybersecurity
training programs for employees [20. In addition, as
the volume and value of patient information
increases, health managers must develop
cybersecurity capabilities across their organization
[21], Cybersecurity capability development entails
updating existing information technology and
anticipating and proactively acquiring the need for
new technology, cybersecurity talent, and
comprehensive organizational training.

Information security practices are proactive
measures taken by healthcare staff to adhere to
security policies or rules and ensure the information
system's confidentiality, integrity, and availability
[22]. There are numerous security measures, but the
most common are internet use, email use, social
media use, password management, incident
reporting, information handling, and mobile
Health Education and Health Promotion
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computing [231. Within the context of the human
aspect of information security practices, these
security practices were identified as being more
prone to security violations. Compliance with these
security measures for healthcare personnel is
contingent on various factors, including knowledge,
attitude, and behavior, collectively referred to as
asked variables. Cybercrime will cost the global
economy $10.5 trillion by 2025. While that figure is
difficult to comprehend, security threats exist and
affect virtually everyone, from large multinational
corporations to small businesses and everything in
between [24]. In addition, cyber threats have become
more sophisticated, because attackers can adapt to
new security regulations, businesses must stay one
step ahead to protect their operations. They will
have an advantage over attackers if they have a
comprehensive,  well-planned, and  unique
cybersecurity  strategy. The most popular
cybersecurity strategies are proactive, active, and
reactive.

Proactive strategy-“BEFORE THEY COME, WE WILL
BE READY” cyber defence 1is based on
comprehensive cyber security assessments. It uses
real-time network monitoring, and cyber threat
intelligence feeds to build a detailed picture of the
security landscape and how threats manifest
and are exploited. The in-depth analysis can help
identify and remediate weak spots before exploits
are available and identify areas for targeted
investment to improve the system's overall
security. In addition, encryption and/or dynamic
distribution technologies can protect data in transit
and at rest [23],

Active strategy-“WHEN THEY COME, WE WILL
RESPOND” With enhanced security monitoring of
information and assets, an active approach to
security builds on the reactive approach. In addition,
vulnerability management, advanced firewalls,
multi-factor authentication, NAC (network access
controls), DLP (data loss prevention), and other
technologies are deployed and managed. Also,
security information event management (SIEM)
systems are deployed to provide real-time
monitoring [26],

Reactive strategy-“IF THEY COME, WE WILL
RESPOND”. The reactive strategy is simple to
comprehend. For instance, a data breach could
occur. Protective measures are implemented first,
followed by restoration efforts. Almost certainly, all
businesses that understand the potential for a
cyberattack have experimented with various of
network security solutions. Businesses almost
certainly have antivirus, firewall, and threat
monitoring software installed. They have devised a
strategy to combat an attack in the unfortunate but
possible event. After the threat has passed, the team
follows well-documented procedures to determine
what went wrong and what preventative measures
should be taken to avoid future occurrences [271.
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The main objective of this empirical paper was to
outline the positive effect of cyber security
knowledge on employees' personal growth in
private hospitals in Libya and Yemen, highlighting
the disparity between current healthcare security
practices and the required security practices
specified in the information security policy. In
addition, the healthcare sector's security gaps and
risky practices were examined. In order to improve
employees’ personal growth, develop them in a
scientific and thoughtful manner, and prevent
competitors from obtaining their expertise and
knowledge, the organization is required to pay
attention to cyber security knowledge which is
considered to be one of the riskiest threats in
today’s business world. Therefore, this study aimed
to explore the effect of Cyber security knowledge
(proactive, reactive, and active) on employees’
personal growth (growth mindset, metacognition,
and self-authorship) in private hospitals in Libya
and Yemen.

Instrument and Methods

The descriptive analytical approach was adopted to
study the relationship between all the main and sub-
variables, the data of which were derived from the
study population. The study population consisted of
managers in the middle and lower management in
the biggest 5 private hospitals in Libya and the
biggest 5 private hospitals in Yemen. This study took
place in March 2021. The number of middle
managers reached 140, while the number of lower
managers reached 357. Thus, the total number of the
population in this research is 497 managers. A
stratified random sample of 164 managers from the
middle and lower management (33% of the
population). The researchers calculated it after
determining the study population of 497 I[28],
Accordingly, the researchers distributed 164
questionnaires to the study sample members
through Google form, a total of 147 questionnaires
were retrieved, with a percentage of 90%. After
examining the retrieved questionnaires, 9 were
invalid. Thus, the number of valid questionnaires for
analysis became a total of 138, with a percentage of
84% of the distributed questionnaires.

The study tool was adopted from previous studies
and modified to suit the current study, PG was
measured with the help of the instrument that
achieved a high statistical validity (0.962), and high
reliability Cronbach’s alpha (0.937) [l This scale
was created originally by Robitschek and developed
it in 2014 consisting of three constructs which are
(Growth mindset, Metacognition, Self-Authorship)
and divided into three items for each construct [1l.
CSK was measured using the model [261 which
achieved a high level of stability and reliability
consisting of three constructs (Proactive, Reactive,
Active) and divided into ten items.

Health Education and Health Promotion

Conceptual framework consists of the varied
variables used in this study named as, CSK as an
independent variable, employees’ personal growth
as a dependent variable. Based on the literature
review, the researcher poses the conceptual
framework of this study illustrated in Figure 2.

v
: DV
SCK
Ho
— PG
[
Proactive HOy Growth mindset
HO:
Reactive #  Metacognition
Active Self-authorship
HO:

Figure 2) Theoretical framework
Note. Independent Variable: CSKI26l. Dependent Variable: Personal
growth(!]

To achieve the objectives of this study, the
researchers used frequencies and percentages to
describe the study sample's demographic variables;
To determine the relative importance of the study
variables, mean+SD was used; Finally, to discover
the effect of the independent variable on more than
one dependent variable, utilized multiple regression
analysis.

Findings

Table 1 illustrates the respondents profile in terms
of nationality, gender, age, level of education, and
work experience.

Table 1) Personal and functional characteristics of the

respondents

Variable Number  Percent

Gender

Libya Male 43 31.159
Female 31 22.463

Yemen Male 39 28.260
Female 25 18.115

Age (Year)

Libya 30 or less 12 8.695
30-40 24 17.391
41-50 27 19.565
More than 50 11 7.971

Yemen 30 orless 14 10.144
30-40 19 13.768
41-50 22 15.942
More than 50 9 6.521

Level of Education

Libya High school or Diploma 17 12.318
Bachelor's 44 31.884
Master or Doctorate 13 9.420

Yemen High school or Diploma 12 8.695
Bachelor's 43 31.159
Master or Doctorate 9 6.521

Work experience (Year)

Libya Less than 5 8 5.797
5-10 21 15.217
11-20 31 22.463
More than 20 14 10.144

Yemen Lessthan5 9 6.521
5-10 18 13.043
11-20 23 16.666
More than 20 14 10.144
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To calculate the reliability coefficient, the internal
consistency test Cronbach Alpha was used, through
the researcher applying his study tool in its final
form to the stability sample that Consisted of 11
individuals from outside the study sample. Table 2
presents the stability values of the main variables,
which indicated that in general, the study
instrument has a high stability coefficient and its

Ali Alferjanya et al.
significant effect of CSK on growth mindset,
metacognition, and self-authorship in private
hospitals in Libya & Yemen. The coefficient of
determination R? showed its value of changes in a
growth mindset in private hospitals in Libya &
Yemen is due to the change in CSK.

Table 2) The stability values of the main study variables

s . . . . 1s (Cronbach Alpha)

ability to achieve th'e study ob]ectlves is high. Variable Number of ltems @

There was a low dispersion in the responses about  ggg 10 0887

proactive, reactive, development of talents, growth  Proactive 3 0.764

mindset, metacognition, and self-authorship in 'Reactive 4 0.739

private hospitals in Libya and Yemen. Generally, it ~ Active 3 0.771
. , ; Personal Growth 9 0.853

turns out that the reality of the study sample's point  growth mindset 3 0.786

of view was low (Table 3). Metacognition 3 0.791

The statistical analysis results presented a  Self-authorship 3 0.744

Table 3) Results of mean+SD of questionnaire about private hospitals in Libya & Yemen

Dimensions Mean+SD Importance of item

Proactive

I am familiar with the term Cyber security 2.92+0.770 1

I have attended Information Technology security training 1.28+0.752 3

My current education influences my knowledge of cybersecurity 2.03+0.869 2

Total 2.076£0.524 -

Deviations

I know which websites are secure by checking the HTTP and HTTPS URLs 1.19+0.834 4

I do not open email links or attachments if [ do not know who the sender is 3.34+0.785 1

I have skills and knowledge in using the computer's application software 2.93+0.764 3

I regularly check my operating system update 2.98+0.853 2

Total 2.61+0.497 -

Active

I am aware of how to behave in the event of a cyber-attack 1.96+0.807 3

I use different passwords across multiple web portals, systems, or applications 2.74+0.915 2

I use my work devices for work-related activities only 3.85+0.835 1

Total 2.85+0.523 -

Growth mindset

I understand how to make the specific changes that I need in my working life 2.34%0.851 1

I have a strong sense of where I am heading in my working life 1.74+0.918 3

I initiate the transition process once I want to change something in my working life 1.92+0.822 2

Total 2.00+0.546

Metacognition

I can choose what role I want to play in a group 2.14+0.938 2

I realize what I need to get started toward reaching my goals 2.37+0.902 1

I have a clear action plan to support me in reaching my targets 1.45+0.791 3

The overall mean and standard deviation of metacognition 1.99+0.534 -

Self-authorship

I am taking charge of my working life 3.12+0.715 1

I understand what my unique contribution to the work might be 2.00+0.836 3

I have a method for making my working life more balanced 2.17+0.842 2

The overall mean and standard deviation of Self-Authorship 2.43+0.508 -

Table 9) Multiple regression analysis test results for the effect of CSK on PG in private hospitals in Libya & Yemen

Dependent Variable Model summary ANOVA Coefficients
R R2 Adjusted R? F. df. Sig. B T. Sig.

Personal growth 0.761 0.572 0.528 84,385 regression 3 0.0001 Proactive 0.346 4.853 0.0001
The rest 207 Reactive 0.379 4.631 0.001
Total 210 Active 0.321 3.414 0.0001

Growth mindset 0.684 0.402 0.322 35.015 regression 3 0.0001 Proactive 0.264 3.771 0.0001
The rest 207 Reactive 0.223 2.416 0.006
Total 210 Active 0.190 2.415 0.019

Metacognition 0.767 0.506 0.359 47.630 regression 3 0.0001 Proactive 0.224 3.062 0.003
The rest 207 Reactive 0.197 3.467 0.014
Total 210 Active 0.354 2.338 0.000

Self-authorship 0.543 0.368 0.331 37.613 regression 3 0.0001 Proactive 0.249 3.463 0.001
The rest 207 Reactive 0.301 4.644 0.0001
Total 210 Active 0.033  0.603 0.482
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Discussion

Based on the current findings, a set of
recommendations can be divided into practical
recommendations to the surveyed hospitals
management, and a practical ones related to
researchers and students in the field of business
administration and cyber security, the most
important are the following:

1. Establish hands-on study programmes and
training workshops that include cyber awareness
courses in order to:

. Increase employees’ awareness of cyber
security threats.
. Foster new perspectives on cyber risk and

accountability for the preservation of organizational
data.

. Turn knowledge into actions by reducing
human elements that result in cyber security flaws.
. Create new standards to guide optimal

cyber practices.

2. Extend existing understanding about cyber
security among workers from other regions.

3. Invest in cyber security technologies because a
large portion of the population lacks the skills and
knowledge required to defend against cyber risks.
Nonetheless, it is critical to invest in cyber retraining
in order to influence perceptions about cyber
threats.

4. The necessity for comparative study arose as a
result of cultural differences in cyber security
understanding. As a result, training programmes

should be designed with an international
perspective in mind, focusing on individual
behaviour rather than local and regional
manifestations.

5. Employees' personal growth should be enhanced
by practitioners promoting both cognitive and
behavioral components.

6. Cognitive characteristics may be increased by
reflecting on personal interests, talents, and values,
which may improve employees' goal formulation in
an intelligent approach.

7. Employees may be guided in constructing a
realistic and time-bound action plan to achieve their
personal objectives, which would improve their goal
implementation capacities and, as a result, the
behavioral aspects of personal growth.

8. Organizations should engage supervisors with
training so they likely to encourage employees’
personal growth, develop their goal setting, and
communicate on employees’ daily well-being.

9. A better employee's personal growth make them
less reliant on affective swings to participate in
everyday professional difficulties, which would
positively contribute to beneficial outcomes such as
greater person-job fit.

It is vital to note that this research has several
limitations that should be considered. The primary
restriction of this study is the sort of respondents.

Health Education and Health Promotion

Workers in private hospitals in Libya and Yemen
comprised the sample size. It is advised that a larger
sample size, one that is not deemed a convenient
sample and covers many disciplines, be used to
increase the study's robustness. Another point of
contention is from the variables' measurement. Face
validity was employed in the construction of the
questionnaire, and we relied on a team of
professionals to design our survey instrument.
Because this is one of the few research that assesses
CSK and personal growth, the questionnaire should
be re-evaluated to ensure its reliability and validity.
Future research should focus on developing
particular instruments to assess CSK. Although we
used a single-item scale to quantify this variable,
multi-item scales were proven to be more reliable.
Nonetheless, other scholars have proposed that if a
single-item  inquiry can elicit meaningful
information, its simplicity can impart validity and
reliability, even at the sacrifice of comprehensive
detail. Still, more comprehensive tools for assessing
cyber security expertise are required. Furthermore,
this sort of study should be carried out in other
nations with different values and attitudes, with the
findings compared to the current study. Future
research should look at how particular training
programmes based on our study findings might
increase CSK, personal growth, and skill-based
behaviour.

Conclusion

Cybercrime poses a severe threat to information
security as internet consumption rates continuously
increase in organizations. Therefore, CSK has
become increasingly urgent for both organizations
and employees. Furthermore, the finding of the
current study approved that CSK must be a strategic
requirement for any organization that seeks to
update its employees’ skills and knowledge to
achieve PG. A higher level of personal growth can
lead to self-efficacy and job satisfaction, positively
impacting organizational well-being and
effectiveness.
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